


	Job Title
	Security Operations Principal

	Grade
	A

	Directorate
	Technology

	Job Purpose
	Manage CQC’s day-to-day Security Operations capability, ensuring cyber threats, vulnerabilities and incidents are identified, assessed and responded to effectively. The role leads the Security Operations team and works with colleagues and suppliers to maintain effective monitoring, incident response and security tooling, supporting the resilience of CQC’s people, information, technology and services. 

	Accountabilities
	1. Manage the day-to-day delivery of CQC’s Security Operations service, ensuring priorities, responsibilities and service expectations are clear.
2. Lead, support and develop Security Operations colleagues, setting objectives, managing performance and promoting effective teamwork, learning and continuous improvement.
3. Maintain oversight of the cyber threat landscape and ensure relevant intelligence is translated into proportionate operational action.
4. Ensure security alerts are monitored, triaged, investigated and escalated consistently, with clear records and appropriate service levels.
5. Coordinate CQC’s operational response to cyber incidents, working with technology, information governance, communications, business continuity, suppliers and senior stakeholders as required.
6. Maintain and test cyber incident response plans, playbooks and escalation arrangements, ensuring lessons from incidents and exercises are implemented.
7. Manage the vulnerability management process, ensuring vulnerabilities are assessed, prioritised, assigned and tracked through to appropriate remediation or risk acceptance.
8. Oversee the effective operation and continual improvement of security monitoring and protection technologies, including SIEM, XDR, endpoint, identity and email security services.
9. Work with technical specialists to improve detection coverage, operational processes, automation and the onboarding of relevant security telemetry.
10. Monitor Security Operations performance, risk and control effectiveness, producing clear reports on incidents, vulnerabilities, service performance and improvement activity.
11. Provide practical, evidence-based security advice to colleagues and managers, escalating material risks and decisions through the appropriate governance routes.
12. Build effective working relationships across Technology and the wider organisation so that operational security requirements are reflected in service management, change and delivery activity.
13. Manage day-to-day relationships with security suppliers and service providers, reviewing performance, resolving issues and supporting service improvement.
14. Coordinate security testing, assurance and remediation activity, ensuring agreed findings and actions are assigned, monitored and evidenced through to closure.
15. Maintain operational procedures, technical guidance and service documentation so that Security Operations activity is consistent, supportable and auditable.
16. Contribute to relevant CQC, cross-government and health-sector security groups, sharing information and good practice where appropriate.
17. lan and prioritise team activity and resources, balancing operational demand with planned improvement and escalating capacity or delivery risks when necessary.

	Specific skills and experience
	Specific skills and experience
1. Experience of managing or supervising a Security Operations, cyber defence or comparable operational technology service.
2. Practical experience of cyber incident response and of coordinating activity across technical teams, suppliers and business stakeholders.
3. Good knowledge of security monitoring, threat detection, vulnerability management and incident management practices.
4. Working knowledge of security controls across cloud services, endpoints, identity and access management, networks, applications and email.
5. Experience of using and improving SIEM, XDR or related security tools, including alert management, detection use cases and operational reporting.
6. Understanding of relevant security frameworks and good practice, such as the NCSC Cyber Assessment Framework, NIST Cybersecurity Framework, ISO/IEC 27001, MITRE ATT&CK or the NHS Data Security and Protection Toolkit.
7. Ability to assess technical threats, vulnerabilities and incidents and explain their business impact clearly to technical and non-technical colleagues.
8. Experience of monitoring service performance, maintaining accurate records and using evidence to support service and control improvement.
9. Experience of working with security suppliers or managed service providers and supporting service reviews, escalations and improvement plans.
10. Experience of managing, coaching or developing technical colleagues and supporting effective performance in a busy operational environment.
11. Relevant professional certification or equivalent practical experience in cyber security, Security Operations, incident response or service management is desirable.
Leadership skills and abilities
1. Clear and supportive management style, with the ability to set expectations, organise work and maintain delivery during periods of operational pressure.
2. Good written and verbal communication skills, with the ability to explain technical matters clearly and produce concise operational reports.
3. Sound judgement and decision-making, balancing security risk, service impact, urgency and organisational priorities.
4. Collaborative approach, with the confidence to provide constructive challenge, resolve issues and build effective working relationships.
5. Ability to analyse operational information, identify trends and translate findings into practical, prioritised action.
6. Effective stakeholder-management and influencing skills across technical teams, managers, suppliers and partner organisations.
7. Ability to plan and prioritise operational and improvement activity, make effective use of available resources and escalate constraints appropriately.
1. Commitment to inclusion, staff development, team resilience and a learning culture aligned with CQC’s values and behaviours.

	Values and Behaviours
	Excellence
In my work for CQC:
· I set high standards for myself and others, and take accountability for results
· I am ambitious to improve and innovate
· I encourage improvement through continuous learning,
· I make best use of people’s time, and recognise the valuable contribution of others
Caring
In my work for CQC:
· I am committed to making a positive difference to people’s lives
· I treat everyone with dignity and respect
· I am thoughtful and listen to others
· I actively support the well-being of others
Integrity
In my work for CQC:
· I will do the right thing
· I ensure my actions reflect my words
· I am fair and open to challenge and have the courage to challenge others
· I positively contribute to building trust with the public, colleagues and partners
Teamwork
In my work for CQC:
· I provide high support and high challenge for my colleagues
· I understand the impact my work has on others and how their work affects me
· I recognise that we can’t do this alone
· I am adaptable to the changing needs of others
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